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The en ryption system E0 , whi h is the en ryption system
used in the Bluetooth spe i ation, is a two level system where a key
and a pa ket non e is given to a level 1 key stream generator, whi h
produ es the key for a level 2 key stream generator, whose output is
used to en rypt. We give a method for re overing the key for the level
1 key stream generator given the internal keys for two or three level 2
key stream generators. This method, ombined with published methods
for re overing keys for the level 2 key stream generator, an be used to
re over the E0 se ond key with O(265 ) work, and O(280 ) pre omputation
time.
Although this atta k is of no advantage if E0 is used with the re ommended se urity parameters (64 bit en ryption key), it shows that no
addition se urity would be made available by enlarging the en ryption
key, as dis ussed in the Bluetooth spe i ation.

Abstra t.
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Introdu tion

E0 uses a two level rekeying me hanism, using the key and a non e (C LK26 1
in the Bluetooth spe i ation) to initialize the level 1 keystream generator to
produ e the initial state for the level 2 keystream generator, whi h produ es the
a tual keystream used to en rypt the data. We give an algorithm for deriving the
initial state of the keystream generator used within E0 given the intermediate
keystream generated by the same key, and two or three distin t non es. This
algorithm takes several minutes on a desktop omputer to rederive the key when
given three internal keystreams. With two distin t non es, it takes approximately
50 ) time. Combined with existing methods for re onstru tion the internal
O (2
level 2 state[4℄, this leads to a method for re onstru tion the se ret key with
65 ) work, two maximum sized pa ket, and O (280 ) pre omputation e ort1 .
O (2
This method is an improved version of one of the algorithms given in [3℄. In
addition, experimental results showing the workability of the algorithm is given.
This paper is stru tured as follows. In Se tion 2, the E0 keystream generator,
and how it is used within the Bluetooth system is des ribed. In Se tion 3, previous analysis and results are summarized. Se tion 4 presents the fundamentals
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As the method in [4℄ require pre omputation. The method des ribed in this paper
require no pre omputation.

of this atta k, and 5 gives the a tual algorithm. Se tion 6 gives experimental
results, and se tion 7 on ludes and dis usses how it an be ombined with
previous results, and the rami ations on the Bluetooth system.
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Des ription of Bluetooth en ryption

E0 is an en ryption proto ol that was designed to provide priva y within the
Bluetooth wireless LAN spe i ation. When two Bluetooth devi es need to ommuni ate se urely, they rst undergo a key ex hange proto ol that ompletes
with ea h unit agreeing on a shared se ret, whi h is used to generate the enryption key (KC ). To en rypt a pa ket, this private key (KC ) is ombined with
a publi ly known salt value (E N RAN D) to form an intermediate key (KC0 )2 .
Then, KC0 is used in a linear manner, along with the publi ly known values, the
Bluetooth address, and a lo k (C LK26 1 ) whi h is distin t for ea h pa ket, to
form the initial state for a two level keystream generator.
The keystream generator onsists of 4 LFSRs with a total length of 128
bits, and a 4 bit nite state ma hine, referred to as the blender FSM. For ea h
bit output, ea h LFSR is lo ked on e, and the output of all four LFSRs and
an output from the nite state ma hine is ex lusive-or'ed together, and is the
keystream output. Then, the 4 LFSR outputs are summed together to form a 3
bit output. The upper 2 bits of that sum is used to update the state of the nite
state ma hine. We will refer to the 25 bit LFSR as LFSR1, the 31 bit LFSR as
LFSR2, the 33 bit LFSR as LFSR3 and the 39 bit LFSR as LFSR4. We will also
refer to the nite state ma hine as the blender FSM. The generator is shown in
Figure 1. Note that the least signi ant bit (LSB) of the sum of the four LFSRs
is their bit-wise XOR.
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There are logi ally two su h keystream generators. The key of the rst level
keystream generator is shifted into the LFSRs and learing the blender FSM.
Then, 200 bits are generated and dis arded. Then, the output of this keystream
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This atta k a tually re overs the value of

KC .
0

generator is olle ted, and is used to initialize the LSFRs of what we all the
se ond level keystream generator, whi h is stru turally identi al to the rst level
keystream generator. This initialization is done by olle ting 128 output bits,
parallel loading them into the LSFRs, and making the initial se ond level FSM
state be the nal rst level FSM state.
This output of this se ond generator is then used as an additive stream ipher
to en rypt the pa ket.
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Des ription of Previous Work

In the most e e tive atta k to date, Goli, Bagini and Morgani show in [4℄ how to
re over KC0 with O(270 ) work, along with a pre omputation stage of omplexity
80 ). In parti ular, they show how to re over the level 2 internal state for a
O (2
single pa ket with O(264 ) work, using linear orrelations between the internal
LFSR state and the observed keystream. This paper uses this observation, and
uses two or three su h level 2 internal states to re onstru t the level 1 internal
state with omparatively little additional e ort.
Fluhrer and Lu ks have shown in [3℄ how to re over KC0 with work of between
73 ) and O (284 ) work, depending on the amount of available keystream. This
O (2
works by doing an optimized ba ktra king algorithm.
In a s i. rypt.resear h posting [6℄, Markku-Juhani O. Saarinen showed an
atta k that rederived the session key. This atta k onsisted of guessing the states
of the 3 smaller LFSRs and the blender FSM, and using those states and the
observed keystream to ompute whether there is a onsistent output from LFSR4
that is onsistent with that assumption. His atta k has a omplexity of O(293 ).
Ekdahl and Johansson have shown in [2℄ how to extra t the initial state
from the keystream generator used in E0 given O(261 ) time and O(250 ) known
keystream. Their atta k works by exploiting some weak linear orrelations between the outputs of the LFSRs and the keystream output to verify if a guess on
one of the LFSRs is a urate. Previous to that, Hermelin and Nyberg published
in [5℄ an atta k whi h re overed the initial state with O(264 ) work and O(264 )
known keystream. However, these are theoreti al atta ks as they require a far
larger amount of onse utive keystream output than is available.
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Fundamentals of the Atta k

The problem we are trying to solve is, given two or three initial states that we
produ ed by the same se ret key for the level 2 LFSRs (and the non es that
generated them), to re onstru t the se ret key K 0 C (or equivalently, the initial
state of the level 1 LFSRs).
The basi approa h is to use a ba ktra king approa h, similar to the atta ks
found in [3℄. One distin tion between the approa h found in [3℄ and this is that
we don't assume LFSR1 { we ba ktra k a ross all 4 LFSRs simultaneously. The
pro edure steps through the output of the level 1 keystream generators bit by

bit, keeping tra k of the state of the blender FSM and the known linear equations
that hold between the internal bits of the LFSRs. This sear h an be aided by
several observations:
1. The key setup sets the FSM state of the level 2 keystream generator to be the
nal ontents of the FSM state after the level 1 generator has produ ed the
last bit for the LFSR state. We also note that the next-state fun tion of the
ipher is invertible { the LFSRs an be run ba kwards as easily as forwards,
and the FSM next state fun tion is invertable given a urrent LFSR state.
This implies that if we logi ally run the ipher ba kwards, we get the initial
FSM state (whi h is the nal FSM state when the ipher is run in the forward
dire tion) at zero ost.
2. Every step of the way, we need to assume the FSM states for the next3
state for all level 1 iphers we are tra king. We note that often there are
level LFSR outputs that give rise to the same set of FSM states, and that
these LFSR outputs an often be expressed in terms of a linear relationship.
Hen e, instead of assuming the a tual LFSR states (whi h would give us a
fa tor of 8 bran hing at every point), we often have a fa tor 4 or 5 bran hing.
3. The non e, publi information and the private information are mixed linearly
to form the level 1 LFSR state. Hen e, if we know the xor di erential in all
the inputs (whi h we do, as we know the a tual non e values, and we know
everything else has zero di erential), we know the xor di erential of the rst
level LFSRs at all times.
4. Everytime we step to another state, the next4 output bit is formed by the
xor of the 4 LFSRs and an output from the FSM:
Output

(where

= F S M  LF S R1  LF S R2  LF S R3  LF S R4

(1)

is the output bit, F S M is the output from the FSM, and
is the output of LFSR x. Sin e we are tra king two or three level
1 LFSRs and FSM states at the same time, we know the FSM outputs and
output bits for all of them:
Output

LF S Rx

^

Output

= F S^M  LF ^S R1  LF ^S R2  LF ^S R3  LF ^S R4

(2)

If our guesses up to this point are orre t, we know that values of Output,
^ , F S^M . In addition, be ause of the linear LFSR mixing, we
F S M , Output
know the values of LF S Rx  LF ^S Rx . This gives us enough information to
he k the above equation for onsisten y, and if are guesses are ina urate,
the above equations will be in onsistent with probability 21 with two level 2
states and probability 34 with three level 2 states.
3
4

A tually, the previous state, be ause we are stepping through the ipher state ba kwards.
A tually, the previous output bit, be ause we are stepping through the ipher state
ba kwards.
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Atta k Details

When you ombine all the above, we ome up with the following algorithm, with
the following inputs:
1. An integer N whi h is the number of level 2 states we have. We examine the
N = 2 and N = 3 onditions in this paper.
2. Z; : : : Z 0 N di erent initial states for the level 2 LFSRs. This is also the
keystream generated by the level 1 keystream generators.
3. The N FSM initial states for the level 2 keystream generators. This is also
the nal FSM state of the level 1 keystream generators.
4. The N 1 di erentials between the level 1 LFSRs LF S RDif fx.
First, initialize the set of linear equations L to empty, and initialize the
blender FSMs to the initial FSM values. Then, you perform the below depthrst sear h:

1. Call the state we are examining n and the output of the FSMs F S Mn ; : : : F S Mn0 .
2. Determine whether the state is self onsistent by omputing (taking the
keystream states pairwise):
Zn

 0
Zn

F S Mn



0 LF S RDif f1LF S RDif f2LF S RDif f3LF S RDif f4

F S Mn

(3)
If the equation evaluates to 1 for any pair, the state is not self onsistent
and some assumption we made is in orre t and we ba ktra k to onsider the
next ase.
3. For ea h of the 8 possible LFSR outputs for whi h

= F S Mn  LF S R1  LF S R2  LF S R3  LF S R4
(4)
ompute the predi ted previous FSM states. Sear h for pairs that share
FSM states over all N FSMs, and whi h di er in pre isely two LFSRs. We
bran h and onsider both the disjoint pairs, and singleton states whi h do
not ooperate with any pairs. We in lude in L the linear equations that
hara terize the pair or the singleton. We he k to see if the new equations are
in onsistent with the equations in L, and if they are, then some assumption
we made is in orre t and we ba ktra k to onsider the next ase.
4. If n  25, then we in lude in L the linear equation implied by the LF S R1
tap equations. If n  31, then we in lude in L the linear equation implied
by the LF S R2 tap equations. If n  33, then we in lude in L the linear
equation implied by the LF S R3 tap equations. If n  39, then we in lude
in L the linear equation implied by the LF S R4 tap equations. In all ases,
we he k to see if the new equations are in onsistent with the equations
already in L. If they are, then some assumption we made is in orre t and
we ba ktra k to onsider the next ase.
5. If n is more than 128, then we have found with high probability the initial
state of the en ryption engine. If not, then we ontinue this sear h for state
n+1
Zn

6

Expiremental Results

We have implemented this atta k for both N = 2 and N = 3.
In the ase that N = 3, we have run it for 100 random se ret keys and
triples of non es. Over those 100 trials, it found the se ret key after examining
an average of 10700000  223:4 states, taking several minutes per se ret key.
In the ase that N = 2, the tree was too large to do an exhaustive sear h. By
sampling a random subset of the sear h tree, we nd that the tree has approximately 250 nodes. We note that it takes somewhat more time to examine a node
than a single step of Goli's algorithm [4℄, however be ause Goli's algorithm
has O(26 4) steps, it still bounds the running time of the ombined atta k.
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Con lusions and Open Problems

The method presented an be ombined with Goli's algorithm [4℄ in the following manner:
1. Use Goli's algorithm on two pa kets to re over the initial LFSR level 2
states (and initial FSM states).
2. Use the known non es for those two pa kets to ompute the xor di erential
for the level 1 LFSRs.
3. Use the initial LFSR level 2 states, initial FSM states and the xor di erential
with the above algorithm to re over the initial LFSR level 1 state.
4. Re over KC0 from the LFSR level 1 state.
Thus, the real se urity level of E0 to be no more than 65 bits (depending
the amount of keystream available to the atta ker), and that larger key lengths
suggested by the Bluetooth spe i ation would not provide additional se urity.
In addition, be ause of the eÆ ien y of the N = 3 ase, we have shown that
any method of re overing LFSR level 2 state an be used to break the system,
as long as it an be done to three di erent pa kets. Be ause of this eÆ ien y, we
see that the two level stru ture of E0 does not add additional se urity.
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